Instructions: Purchase a SSL Domain Certificate

Instructions: Purchase a SSL Domain
Certificate

Steps:
To Proceed with the Purchase:

A. Go to the task menu on your computer and type “Chrome”
B. Select the Google Chrome browser from the search results
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2. Enter the following URL: https://www.trustfactory.net/
3. Hover over the Shop tab and click on “SSL”
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infog@trustfactory.net
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From
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Available in DV, OV Available in DV, OV Available in DV, OV
Boosts your site’s Google ranking Boosts your site’s Google ranking Boosts your site's Google ranking
TrustFactory Seal TrustFactory Seal TrustFactory Seal
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4. Select the SSL certificate option you would like to purchase i.e. either Standard SSL,
Premium SSL or Wildcard SSL, depending on the number of domains you would like
to secure

5. Then select the SSL certificate validation type i.e. Domain Pass or Organisation Pass.
(You may refer to the products section to understand the difference between these
certificates)

6. Then select the term length of the certificate you desire

7. If you have selected to purchase a premium certificate, you will be given the
option to purchase additional san domains

8. Once all the options have been selected the Add to Cart button will become
available

9. Click the Add to cart button
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10. You will then be directed to the checkout page.

info@trustfactory.net

U Home Solutions Products Support About us Contact us Shop My account

TrustFoctory

& "Premium® has been added to your cart,

FRODUCT PRICE aTy TOTAL
e Cart totals
Premium SSL- DomainPass Premium
x _ o $260.00 1 $260.00 Subtotal
Term Length: 1 year
$260.00

Additional San Domain: 10 Domain

Coupon code Apply coupon Update cart Aital
$260.00
PROCEED TO CHECKOUT

11. Click on proceed to checkout

12. You will be prompted to register or login

13. If you are a new user, please register an account by completing the required fields
and click on register

®
@
Sign into your TrustFactory account!
Sign into your TrustFactory account!
USERNAME *
USERNAME * joesoap
PASSWORD * {
PASSWORD* o e @
(o4 CONFIRM PASSWORD * i

Forgot password?
EMAIL ADDRESS *
“ loesnap@itmsn-ac‘aw com
TFUStFOCtOI'\/ onit have an account yet? Please clic@ FULL NAME *

Joe Soap

PARTNERID i

Please click here to login.

TrustFactory

®
Your registration was successful. An email verification request has been sent to your email
address. Please click on the verification link embedded in the email to activate your
TrustFactory account.

14. Once your registration is successful, you will receive an email from TrustFactory
asking you to validate your email address by clicking on the link provided in the
email body.
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+ Getmore apps
Dear Customer
We've sent you this email because you created a new account at www.trustfactory.net.

To confirm your email address and activate your account, please click the link below or paste it into the address bar in your browser:

hittp://10.11.1

Please do not reply to this message. This email address is not monitored and we are unable to respond to any messages sent to this address.
1f you didn't create the account, please ignore this email.

Best regards,
TrustFactory Support

15. Click on the link embedded in the email body. Your validation will occur in the
background and you will be redirected to the TrustFactory login/register page
16. Enter your details into the login section and click the login button

®

Sign into your TrustFactory account!

USERNAME *

joesoapl

PASSWORD *

Forgot password?

LOGIN

Tl‘ us tFO cto l‘y Don't have an account yet? Please click here

17. Once you have logged in to the TrustFactory Self Service Portal, you will be
prompted to complete the remaining steps to complete your order.
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w Order Summary

CERTIFICATE TYPE VALIDITY PERIOD
Domain Pass Premium 1 Year
PARTNER NAME PARTNER SALES REP (OPTIONAL}

aclory . net
actory.net
factory.net
support_ trustfactory.net
info. trustfactory. net
help. traustfactory . net
other. trustfactory. het

~

SSANDOMAINS B

trustfactory net supporttrustfactorynet

info rrustfactory.net

help.trsustfs

PURCHASED ADDITIONAL CUSTOM SAN DOMAINS

othertrustfactory net

Ty.IH

EMAIL (TECHNICAL SUPPORT) *

joesoapl@us .'".'-f'..'".- com

+ | ACCEPT AND AGREE TO THE TRUSTFACTORY SUBSCRIBER AGREEMENT

CREATE ORDER

18. You will need to complete the domain name.

19. You may also select any or all of the free UCC options

20. If you have purchased a premium certificate, you may complete the additional
domain names. If you do not have the names, you may do a reissue of the
certificate at a later stage and add the domain names to the certificate.

21. Click and agree to :

e Tothe subscriber agreement

22. Click the create order button

23. When your order is created successfully you will be prompted to complete the
following sections

e Billing Details

e Payment

e CSR (Custom Signing Request)

e Email Validation OR Http Validation
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Billing and Shipping

Billing Address
Billing Type: * Personal Company
First Name * Last Name *
Joe Soap
Mobhile *
0831231234
Street Address ~
16 Baker Street
Rosebank
Country * State *
South Africa BGauteng
City * Zip Code *
Johannesburg 2198

SUBMIT

24. You will be prompted to complete billing details.

25. Once completed, Click on Submit and your billing details will be saved to your
account

26. You will then be prompted to make payment.

27. Enter your payment details and click on pay now

28. The payment gateway will process your payment and you will be redirected to the
portal where you may proceed further with completing your order

29. You will be prompted to add your CSR into a text box and submit

30. Insert the CSR that you have generated and click on submit.(The CSR will have
been generated and saved in a preferred location by you. See our support page
for more information regarding generating a CSR for SSL certificates).
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Complete Order

> Billing and Shipping v

X

CSR:*  |----- BEGIN MNEW CERTIFICATE REQUEST-----
MIIDRDCCAIwCAQAWADCCASTWOOY IKoZThycNAQEBBOADEEFPADCCAQoCggEBAL 1h
831EBOOFFEIC/LvLDxNIBomMNS5FabieyEYIcSehAhtETX0IF3cIgPLRFHbSYNGE/
N4YRs JATHIXEYZEDmCAPpPa0p2X41ND+VoMdBEz+7CTkpR++052t4Pkbgl8iuyv23
7 ADWMLOV+ERKOMXULEXAL +¥y T Eoln TUIXENd FUALmNINO3 opnXDEy o8y t4AB+ZE
h+61GNNI JhwRgVpxs 1 3HTkUNEVEEEHICFUONhHYBP Ty FdUK@Fsos/ hFBSSEDSDUQ
¥gS01HOFmPSPLzeU+2FkOITkXmNBOpY 205 20krAynicSOf6CSMYeZx Wt EKEdHIP
UEhi1XxjCzsfIvupE20CAWEAARCB/ jAcBorBgEEAYT 3DOTDMOALDDEWL JAUMNTOZ
0TMuiAuBEkahkiGINOBCO4xTTATMBRGAIUADEOWBBREJTX fxrwiltsnZa7eguse
Hd9s/TBGBgkrBgEEAYT3FROXOTAIAREFDEXT 8GOt TFOuY29ycCSpc29sdnRl
¥2gu¥29tDALDT1I0XHNoaXRhbAWHTULDLKYYRTEmEZ0rBEEAYIIDOTCHVEWYEIR
ABS0AE@ASQBIAHIAbNBZ AGEAZ 2BRACAMWBYAGYAdAB3AGEACEBIACAASWBLAHKA
IABTAHOALWBYAGEAZWELACAAUABYAGE 0AZ 0BV ANEAM qGSIb3DQER
CuUAAATBAQAZ uCKY7 i GmahbG+iD/DSFMaGxdx1m+SHET r88Eh1e1EHNG/ jedHKSp
PYHPACEUCDYAKOKEZ +hlynxKS110n2+E+151r00mMednCy VkSrISAIQYAKGSg2G8
q+aHsVubEm1DV7 cgFifPa6l/6nudBxpOxubXA6PwWRDZda210BZ65zLtzoyizi 7w/
xn2ul2wgfiX6alumr0sDrTVEg IwtoVDVyad7 1vi6ChUEVLNNE7ohT TX IEZRANG34
KpMXOy 1XQMF FUTZumeRIHOGYRmpFRIVELTNS L guSAKUIRT 1MIPn] ccOueiClirox
@EKOs FVigS1pSZpTUEFOBXYXOGTUBVFK

----- END NEW CERTIFICATE REQUEST-----

A

More information regarding CSR generation

» Domain verification (Complete ONE of the below options)

31. You will be prompted to select a domain verification method.

32. If you choose Email, TrustFactory will look up the email that is registered against the
domain (specified within the order at the Registrar of domains). If there is no
registered address, you will need to create any one of the default email addresses
as specified under this section, at your host. E.G admin@trustfactory.net;

webmaster@trustfactory.net etc.
33. Click the verify email button

Complete Order

» Order Summary v
> Billing and Shipping v

+ Domain verification (Complete ONE of the below options)
+ Email validation

DOMAIN NAME EMAIL

trustfactory.net ‘ Select v |

stfactory.net
trsustfactory.net ator@tTustiactoryne
hostmaster@trustfactory.net
postmaster@trustfactory.net

webmaster@trustfactory.net

» Hitp Validation

STATUS

< KA

Pending

Pending
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34. Once you click on the verify email button, and email will be sent to the registered
email address with a validation link embedded in the email. Go to the email in your
inbox and open the email that you have received from TrustFactory

35. Click on the validation link within the email

Trustfactory domain validation services - Message (Plain Text)

Q Tell me what you warit to do.
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Detete Respond QuickSteps 5 wove Tgs 5 Editing

Wed 201910716 1243
no-reply-trustfactory@trustfactory.net

Trustfactory domain validation services

Dear Customer
A certificate signing request (CSR) has been uploaded at www trustfactory.net.
This email is being sent to you because your email is listed on the domain registrar records for the domain name trustfactory.net included in this certificate request.

Please validate your control of the domain by clicking on or pasting the the below link into your browser:

https://st-pr-web.trustfactory. v O¥etdFg]iHy3kSEAQYYOY7dLIC7IdZhlyOlefihL ST art a

Please do not reply to this message. This email address is not monitored and we are unable to respond to any messages sent to this address.

Best regards,
TrustFactory Support

For further information, log in to your account at hittp://portal.trustfactory.net

36. If you choose the http validation method instead of email, TrustFactory will display
a challenge and response message which you will need to complete on your
website.

+ Hitp validation

Please create the following file on your webserver and insert the response value into the contents of the file:
http:// [YOUR DOMAIN]/ . well-known/pki-validation/ {challenge-id}.txt

DOMAIN NAME ~ CHALLENGE RESPONSE STATUS ACTION

trustfactory.net  Y73LAV_iTbzqKmvxugDWKGQpBVG7TMWOMCYITASmMWZJk  DGjkqgiCRsGgxZkEem7tBNIZnvNdch85S3VvgXsWJ7c  Pending

Once the message is created on your website, return to your account, login and click on
the complete order button

Open the http validation section and click the verify domain button

TrustFactory will then go lookup the message from your domain and approve the
validation.

Click the refresh button once you have placed the challenge and response on your
website.

37. Once the domain has been validated, your order will be finalised and the certificate
will be issued.

38. Click on the get certificates button to access your certificate. Or navigate to the
certificates tab inside the self-service portal.
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39. Select your certificate and click on Download to download your certificate

VP ot Tt Actoit~Trst 7. X || B Tt Py
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SELECT  SERIALNO CERTIFICATE TYPE ORDERID DOMAINNAME  STATUS DATE~ START DATE END DATE STATUS seler a Centbeaie
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By
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Certificate History
CERTIFICATE HISTORY SERIALNO START 0ATE ENDDATE

4C4a¥BAFORFFLE00C 611012679 1248 6/10/2020 1248

ssl_ov_standard

Showall X

Keep Discard

40. Please follow the installation steps per the installation document to install the SSL

certificate.




