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1. Select the Search icon from the task bar and type “Run” into the search box

D S:CEE Filters
Best match
. ;.-, Run

Deskiop app
Settings

@ Run programs made for previous versions
of Windows

¥ View recommended actions to keep
Windows running smoathly

[N Choose which apps can run in the
background

Documents (5+)

run

2. Click on “Run” and type “certmgr.msc” to open the certificate manager

I Run il

—  Typethe name of a pregram, folder, document, or Internet
=) resource, and Windows will open it for you.

Open: certmgr.msc v

Ok Cancel Browse..,
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3. The certificates manager opens up

@ certmgr - [Certificates - Current User]
Eile

= | Fd=z HE

Action  Miew Help

Eg]] Certificates - Current User Logical Store Name

>

?

>

| Personal

|| Trusted Root Certification Au
| Enterprise Trust

| Intermediate Certification Au
|| Active Directory User Object

|| Trusted Publishers

| Untrusted Certificates

|| Third-Party Root Certificatior
| Trusted People

|| Client Authentication Issuers
| Other People

» || MSIEHistoryJournal

(| Certificate Enrollment Reque:
|| Smart Card Trusted Roots

|1 Personal
[ I Trusted Root Certification Authaorities

| Enterprise Trust
| Intermediate Certification Authorities

[~ Active Directory User Object
|| Trusted Publishers

| Untrusted Certificates
:lThird—Party Root Certification Authorities
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| Other People
| MSIEHistoryJournal

[ Certificate Enrollment Requests
[ Smart Card Trusted Roots

4. Click on Personal:
Right click on “Certificates”:

Select “All Tasks”

Select “Advanced Operations”
Select “Create Custom Request”

‘i certmgr - [Certificates - Current User\Personal\Certificates]
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| Srnart Card Trusted Roots

 Cer =

View Help

Olez HE

Current User

Issued To
%
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5. The certificate enrolment screen appears.
a. Click on “Next”

5 Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

G D) concel |

6. Under Select certificate Enrollment Policy,
a. Select “Proceed without enrolment policy” and click on “Next”

55l Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enroliment Policy v

Configured by you Add New

Custom
< Proceed without enroliment policy

| Cancel |
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7. Custom request. Ensure the PKCS#10 is selected and click on “Next”

5] Certificate Enroliment

Custom request

Template: E_(No template) CNG key

[[] Suppress default extensions

Request formaty” (@) PKCS #10
(@)=

option is specified in the certificate template.

Chose an option from the list below and configure the certificate options as required.

MNote: Key archival is not available for certificates based on a custom certificate request, even when this

| Goncel |

8. Under Certificate Information, click on the properties button

5] Certificate Enrollment

Certificate Information

request, and then click Next.

Click Mext to use the options already selected for this template, or click Details to customize the certificate

Key usage:
Application policies:
Validity period (days):

Custom request 1) STATUS: Available
The following options describe the uses and validity period that apply to this type of certificate:

Details &

| Cancel
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9. The “Certificate Properties” screen will open.
a. Select The “Private Key” tab

Certificate Properties

General Subject  Extensi

A friendly name and description wi

% Private Key
Thake it easier to identify and use a certificate,

Friendly name:

[ |

Descriptiomn:

e

10. Expand the “Cryptographic Service provider settings by clicking on the arrow for expansion

Certificate Properties >

General Subject Extensions Private Key

Cryptographic Service Provider

Key options -
Select Hash Algeorithm »
Select Signature Format w

o1 [ o | [0




Instructions: Generation of CSR for Smart Card Tokens V1

11. Deselect the “RSA, Microsoft Software Key Storage Provider”

Certificate Properties X
General Subject Extensions Private Key

Cryptographic Service Provider S

A C5P is 2 program that generates a public and private key pair used in many
certificate-related processes,

Select cryptographic service provider (CSP):
(%ﬁ%ﬂyicrnsoﬂ Software Key Storage Provider A

'] DH, Microsoft Software Key Storage Provider
|:| DSA Microsoft Software Key Storage Provider
[[] ECDH, Microsoft Software Key Storage Provider
] ECDH _brainpec!P160r1, Microsoft Software Key Storage Provider
[] ECDH_brainpeclP160t1,Microsoft Software Key Storage Provider

[[]Show all C5Ps
Key options hd
Select Hash Algornithm M

Select Signature Format ¥ o

[k ]| cace || ao0y

12. Scroll down and Select the “RSA,Microsoft Smart Card Key Storage Provider”:

Certificate Properties b4
General Subject Extensions Private Key

Cryptegraphic Service Provider A

A C5P is a program that generates a public and private key pair used in many
certificate-related processes,

Select cryptographic service provider (CSP):

LI St S IR DI S L Ly Srrug § i
[ RS54 Microsoft Passport Key Storage Provider
| BRSA Microsoft Smart Card Key Storage Provider
[[] ECDH_P256,Microsoft Smart Card Key Storage Provider
] ECDH_P324 Microseft Smart Card Key Storage Provider
[] ECDH_P521,Microsoft Smart Card Key Storage Provider
TTFCNSA PISA Micrnsnft Smart Card Kew Starane Pravider d

[[] Show all C5Ps

Key options V
Select Hash Algenthm o

Select Signature Format L]

o 0 concd [ oy
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13. Now expand the Key options section and
a. Select “2048” under “Key Size”
b. Select “Strong Private Key protection”

Certificate Properties
General Subject Extensions Private Key

Select cryptographic service provider (C5P):

| s A B RS ALYV LIA INLY SLUIUGL | AR

[ RSA Microsoft Passport Key Storage Provider

] RSA Microsoft Smart Card Key Storage Provider

[ ECDH_P256, Microsoft Smart Card Key Storage Provider
[JECDH_P384 Microsoft Smart Card Key Storage Provider
[JECDH_P321,Microsoft Smart Card Key Storage Provider
[TTFCNSA PP5E Micrnsaft Smart Card Kev Starane Provider

[ Show all C5Ps

Key options
Setthe

for the private key.

[[] Make private key exportable

[ Allow private hived

[oc ]| coee |

14. Now Expand on the “Select Hash Algorithm” section
a. Select “sha256”

Certificate Properties

General Subject Extensions Private Key

[CJECDH_P521,Microsoft Smart Card Key Storage Provider
IMFCNSA P256 Mirrnenft Smart Card Kev Storane Provider

[]Show all C5Ps

Key options

Set the key length and export options for the private key,
Key size: | ap4g <
[ Make private key exportable
] Allow private key to be archived
[ Strong private key protection

Select Hash Algorithm
Select H ¥

Hash Algorithm:

Select Signature Format

o ][ e ||
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15. At this point, insert the Smart Card into the USB drive.
a. The drivers will begin to install

X
Device Setup
Installing device...
Please wait while Setup installs necessary files on your system. This may take
several minutes.
|

b. The system will install the Smart Card as well

Device Setup

Installing Smart Card

Please wait while Setup installs necessary files on your system. This may take
several minutes.,

Cloce

16. If this is the first time that you are using your Smart Card, please refer to the user guide on
how to change the Smart Card pin, before proceeding further
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17. After you have set the necessary certificate information as detailed above, AND you have
installed and changed your Smart Card pin,

a. Click on the Next Button in the “Certificate Information Tab”

5 Certificate Enrollment

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

Custom request 1) STATUS: Available Details &
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:

Application policies:
Validity period (days):
Properties

Y Cancel

18. You will be asked to connect a smart card

Windows Security *

Smart Card

Select a smart card device

Connect a smart card

QK Cancel

19. Wait until keys are generated
a. Then enter you smart card pin

Windows Security X

Smart Card

Please enter your PIN.

. L

9

Click here for more information

OK Cancel
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20. You will be prompted to save the offline request.
a. Select the “Browse” button, Name and Save the CSR file to the location you prefer

— O *
5] Certificate Enrollment
Where do you want to save the offline request?
If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish.
File Name: )
Browse...
File format:
(®) Base 64
(") Binary
Finish [ Cancel
- O *

5 Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish,

File Name:
| Ch\Usersishital\Desktop' Trust Factory\ TF Applicationsh TF AATL Cert\AATL CERT CSR S}| [ PBrowse.. |

File format:
(@) Base 64

() Binary

10
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21. The CSR file will then be saved in your specified location as per example below

1! | = | TFAATL Cert =

Home | shre  view
* ‘71‘ D & cat i\ ;_l x !IJ T New item ~ @ [} Open [ setect an

A= Copy path £ easy access [GF et 5 select none
Pinto Quick Copy Faste Move Copy  Delete Rename  New Properties
10~ - &

R [E] Paste shortaut  po folder G History | £ Invert selection
Cliphoard Organize New Open Select
“« v 4 | » ThisPC » Desktop » TrustFactory » TF Applications » TFAATL Cert v O Search TF AATL Cert

A Name Date modified Type Size

 Quick access
Phakade

[ Desktop

& Downloads

acuments

D AATL CERT CSR SHITAL 2018/09/2011:03 ... File 2KB

L T T )

[&] Pictures.
| Credit Notes
| Invoices Issued
Testing Certificates
TF Email Cert

4@ OneDrive

[ This PC
[ Desktop
Documents
¥ Downloads
D Music
=] Pictures
B Videos
5 Local Disk {(C:)
== TrustFactory (V:)

= Fileshare (X] v
1item

22. To View or Copy the CSR, open the saved document in notepad. You will then be able to
View or Copy the CSR.

[ crumers ihmanDesking! Trust Facinn TF Azpleabonst TF AATL Cert AATL CERT C5% SATAL - Notegades
fle [dt Jesch Yew Eocoding Lnguege Setings Bleom Bon Phgim findew |
B YRGB I Rhiog s e | BEE ST ERBRos M= G5 HEB

=i RATL CERT C5R SHITAL 01 |

E=
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IR R E R STl e Fa TR O T R g I P L L Sy eI S g B CF Y S TR DD
Qo EugboRY I ryEZ 1 Tnd S L SEARNHER T FTaCRG T I LBy bveh Ll nd i n el Fx Finc R
§ BMrEadGLXl4NInWE L coANERRRCCR IR YEE W Y IA GO ChaEO N e iC 4wl E DI
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| IWSelsSvEQuLI098 0 s a0 L0 YWRMED N0y S FRE Dva g YR YRAASCNWECA | FeMFaC DD
Le AR EMASRRYvE RS R u BT A Y A AR R ATHEN RN AN TR ARA SR IR VRS0 TR DR
2 AFTREDAR AR AN TAYBnA FIATARGAS TANE I R TR AR AN T DRGANDT oL T IDEE
L0 hwsRAQELBGADGUEDANNS aMgunt Ddea T HENGN T L RetigRi gl SnliwiRebpg T 1 wallER
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23. The End
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