Instructions: Installation of TrustFactory Certificate for Smart Card

Instructions: Installation of TrustFactory
Certificate for Smart Card

1. From within the TrustFactory portal:

a. Select the certificates tab, where you will find a list of all your certificates.

b. Select the specific certificate that you would like to install and click on the download
button

c. The certificate download will appear on the bottom left hand corner where you will
be asked to keep or discard the download

d. Click on keep
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2. You will be

a. prompted to save the certificate to a preferred location,

b. or the certificate will appear in your downloads section of your computer, from

where you may save it to your preferred location
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3. Select the Search icon from the task bar
a. type “cert” into the search box
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b. select “Manage computer certificates” from the search results
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4. The certificates manager opens up
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Right click on “Certificates”:
Select “All Tasks”
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6. The import wizard will open up where you will be asked to specify the file you want to
import.
a. Click on the “Browse” button
b. Select the certificate from the location that you previously saved it to. It will appear
within the File name box
c. Click Next
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MNote: More than one cer £ the following formats:

Personal Information Exchange- PKCS 212 ((PFX,.P12)

Cryptographic Message Syntax Standard- PKCS =7 Certificates (,P78)
Microsoft Serialized Certificate Store (SST)

7. A message box will appear stating that the import was successful

o The import was successful.
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8. The certificate will appear under the certficates manager . Notice that the icon will be
missing the key symbol
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9. Select the Search icon from the task bar
a. Type “com” into the search box
b. Select “Command Prompt” from the search results
c. Select “Run as administrator”
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10. Within the command prompt copy the following text as displayed:
11. certutil -repairstore -user my "insert_certificate_serial_number"

To obtain the certificate serial number:

a. Open the certificate

b. Click on the details tab

c. Click on serial number
12. In the command prompt, paste the text :

a. certutil -repairstore -user my "insert_certificate_serial_number"
Remove text within inverted commas
Insert certificate serial number between the inverted commas.
Ensure that the certificate number does not contain any spaces.
Your text should appear as per screenshot below
Click on enter from your keyboard
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13. Once you click on enter you should receive a success message as per screenshot below
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14. You will be prompted to Enter your Smart Card pin

Windows Security

Smart Card

Please enter your PIN.

Click here for more information

15. Thereafter navigate to the certificate manager and click on the refresh icon in the menu bar

on the top left of the screen
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U

16. After refreshing, you will notice that the key symbol appears in the certificate icon.
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17. Your TrustFactory certificate is now successfully installed.
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